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(54) Title: SYSTEM FOR SECURE TRANSACTIONS 
(57) Abstract 

A multimedia network (1) with connected customer stations 
(2). merchant servers (3), and a payment server (5). Secure elec- 
tronic transactions are performed using a secure electronic trans- 
actions protocol (SET), including exchange of digital certificates, 
managed by a Tmsted Third Party Server (9). The customer sta- 
tions comprise transactions management means (10), fit for per- 
forming said SET protocol and for managing said certificates for 
the customer station. A remote customer agent (13) represents 
the customer station in the negotiation and payment process. The 
customer station (2) comprises an agent interface (12), fit for trans- 
mission of codes, parameters and certificates between the customer 
agent (13) and the transactions management means (10). A remote 
merchant agent (14) represents the merchant station (3) in the ne- 
gotiation and payment process with the customer agent (13) or the 
customer station (3), to have paid for the selected products in a 
secure way, under control of SET protocol. 
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System for secure transactions 
BACKGROUND OF THE INVENTION 

The invention relates to a system for the execution of 

5 secure transactions in a multimedia network. 

Multimedia networks like the Internet offer a wide variety 
of new possibilities, which will have a great impact on the 
business environment of the future. Various vendors will 
start to exploit the Internet as a marketplace. For a 

10 customer not to get lost within the vast amount of 

information that is provided, in the near future agent- 
based services shall be implemented. Agents are autonomous 
pieces of software, which may perform tasks for users on 
the Internet. Based on the user's preferences, they may 

15 assist the user in making a selection within the vast range 
of offered poducts. Complementary to this, the agent may 
assist in the actual purchase of such a product. As part of 
this process, the agent will have to be able to perform 
payments . 

20 One of the biggest inhibitors on Electronic Commerce today 
is security. Consumers demand that their private 
information be kept private. When using agent technology 
within an E-Commerce service, adequate security precautions 
must be taken. At present, however, agent security is still 

25 in its infancy. Therefore, delegating payments to agents is 
not possible at this moment in time. 

SUMMARY OF THE INVENTION 

According to the present invention, an architecture is 
30 proposed in which agents may perform secure credit card 
payments. According to the invention, for the execution of 
such payments the SET (Secure Electronic Transactions) 
protocol is used, an upcoming standard for secure payments 
on the Internet by means of credit cards. All new entities 
35 and components that are necessary to provide agent -based 
SET payments will be defined and payment interaction 
(agent-agent, agent-user and other) will be elaborated 
upon. 
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Most entities of the standard infrastructure for performing 
SET-based payments by means of credit cards are 
straightforward analogies to real world credit card 
payments. A few, however, need further explanation. A brief 
5 description of these will be given first. 

One of the main issues when providing secure payments is 
authentication of the involved entities. SET uses a robust 
set of digital certificates for this purpose. Each 
participant in a SET transaction requires a specific 

10 certificate or set of certificates that not only uniquely 
identifies this participant, but also attests to his or her 
privilege as holder of a payment card or as a holder of a 
Merchant account. Brand Associations (e.g. VISA/ 
MasterCard) or Card Issuers commission so called 

15 Certificate Authorities (CAs) to carry out the work of 
managing SET digital certificates. 

Complementary to this, SET introduces the notion of a 
Payment Gateway, which is needed to validate SET digital 
certificates and preprocess authorisation, capture and 

20 settlement work concerning the payment at hand. Another 
fundamental requirement for performing SET payments is a 
component called an Electronic Wallet (E-Wallet) . These 
wallets embody the SET protocol on the customer side and 
provide a means to store and manage the certificates to 

25 digitally sign messages, along with the security aspects 
consumers demand to keep private data private . 
According to the present invention the task of performing 
SET credit card transactions is delegated to agents. In 
developing an infrastructure that enables this, the 

30 following constraints have been defined: 

- Obtaining certificates is not a task that users will want 
to delegate to their agents. Furthermore, it is not very 
probable that banks and CAs will approve of this situation. 
Therefore, we assume all certificates and the E-Wallet to 

35 be in place. 

- The standard SET infrastructure shall be kept intact. 
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Thereby the inherent security of SET payments shall remain 
present and the necessary alterations when implementing 
shall be limited. 

Based on these constraints, an infrastructure has been 
designed wich will be discussed below. 



10 
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20 



25 



30 



35 



EMBODIMENT OF THE INVENTION 

Figure 1 shows an architecture in which the invention -the 
use the SET protocol by "secure agents- can be implemented. 
Figure 1 shows a multimedia network -the internet- 1. 
Connected to the internet 1 are customer PCs 2, and 
merchant servers 3, each via an internet service providers 
(ISP) 4. Also connected to the internet, via an ISP 4, is a 
payment (gateway) server 5. The payment server 5 is also - 
via an access server 6- connected to a "Banker's 
Interchange Network" (BIN) 7, having banking servers 8 
connected to it . 

A main issue in secure payments is authentication of 
entities. The SET protocol, to be used in the system shown 
in figure 1, uses a set of digital certificates for this 
purpose. Each participant in transaction requires a 
certificate that uniquely identifies the participant and 
also attests to his privilege as a holder of a account at 
the merchant server. Associations like VISA/MasterCard or 
other Card Issuers commission so called Certificate 
Authorities to carry out the work of managing SET digital 
certificates. In figure 1 a Trusted Third Party Server 
(TTPS) 9 of such Certificate Authority is connected to the 
internet 1 and can be approached by customers 2, merchants 
3 and payment servers 5. Payment servers 5 are needed to 
validate the digital certificates and to preprocess 
authorisation, capture and settlement work concerning the 
payment . 

Another fundamental requirement for performing SET payments 
is a system component called "Electronic Wallet" (EW) 10. 
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An E-wallet 10 embodies the SET protocol at the customer's 
side and provides means --within the customer's PC 2-- to 
store and manage the needed certificates, to digitally sign 
messages, along with the security aspects customers demand 
5 to keep private data private. 

According to the invention agents are used to perform 
secure transactions. As said before, agents are autonomous 
pieces of software, which are enabled to perform tasks for 
users (customers or merchants) . Based on preferences set by 
10 users 2 (customer) and 3 (merchant), the users' respective 
agents assists or represent the users in presenting and 
selecting of the merchants' products and, complementary to 
this the users' respective agents assist or represents the 
users to purchase (collect) the selected products and to 
15 perform the secure payment for it. 

Each customer 2 may be represented by a customer agent 
(CA) while each merchant 3 may be represented by a 
merchant agent (MA) . The negotiation process (presentation, 
selection and collection of products and the payments for 
20 the collected products) is executed within an "agent 

platform", preferably embodied within an "Agent Negotiation 
server" (ANS) 11. Communication between the customer's PC 3 
and the customer's agent at the ANS's side is performed, at 
the customer's side via the E-wallet 10 -meant for SET 
25 based transaction- which is extended with a special SET 
Agent Interface (SAI) 12. 

The CA 13 communicates with the customer by means of the 
customer's "browser" (customer interface) and, via the SAI 
12 with the customer's E-Wallet 10 in order to initialise 

30 pai^ents. As was the case according to the state-of-the-art 
(using credit cards) , the actual SET payment process is 
performed between the E-Wallet 10 and the Merchant server 
3 Therefore, during actual payment interaction the level 
of trust is the same as in known, credit card based SET 

35 payments . 
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The CA 13 will have to be authorised to initialise the EW 
10 for payments. In standard SET transactions the customer 
is prompted --via the customer's browser-- to enter the E- 
Wallet password for this purpose. The CA 13 and the SAI 12 
5 will have to be implemented such, that one of two scenarios 
may be performed: either the CA 13 has authorisation to 
release the cryptographic content of the E-Wallet 10 
itself, or, after agent initialisation, the customer is 
prompted to provide an E-Wallet password. In the latter 
10 case, customer interaction is necessary. This is not 
desirable from a usability point of view, but might be 
preferred by customers (or merchants) , since this will give 
them a sense of control over the payment . 

Figure 2 shows a communication procedure for the system 
15 presented in figure 1. 

For authentication and authorisation purposes, the CA 13 
will carry a token, in which an authorisation code for 
opening up the E-Wallet is encapsulated. The level at which 
this token is secured within the agent depends on the 

20 location of the platform in which the CA 13 performs its 
tasks. If this platform resides on the customer PC, 
security requirements on both storing the token within the 
agent and communicating it to the E-Wallet are less strong 
than if the agent resides on a remote platform like the ANS 

25 11 as suggested in figure 1. In the latter case, the token 
will need to be adequately secured, as will, communication 
between the agent and the E-Wallet. The security 
requirements are as follows: 

The token is stored within the CA 13 in encrypted form, 
30 using a random key. A symmetric encryption scheme, such 
as DES, shall be applied here. This random key is 
generated at the PC 2 for each specific purchase. A new 
key shall be generated for each item that is to be bought 
by the agent . 

35 For communication purposes, both the customer 2 and the 
CA 13 need to own a specific certificate, other than the 
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SET certificate. Payment start messages shall be 
communicated to the E-Wallet 10 in encrypted form, usxng 
a random session key. A symmetric encryption scheme, such 
as DES, shall be applied here. In turn, this random key 

5 shall be sent over in encrypted form, using the 

customer's public key related to the communication 
certificate. The message shall be signed with the agent's 
private key and a time stamp shall be added to the 
message in order to prevent replay by malicious parties. 

10 in figure 2 the following communication steps are 

^^iriTIp'l, the CA 13 requests the Merchant Agent (MA) 14 
to pay by credit card. The latter then informs the 
merchant server 3 of the requested payment, while 
15 parallell to that the CA 13 initialises the EW 10. 

in step II, the standard SET procedure is performed by 
the EW 10, the Merchant server 3 and the Payment Gateway 
server 5 . 

Finally, in step III, after completion of the payment, 
20 the Merchant server 3 informs the MA 14 of this fact The 
MA 14 passes this message on to the CA 13, which notifies 
the customer of payment completion. 
The infrastructure and message flows are a natural 
extension of any agent-based infrastructure. Implementation 
25 may therefore by performed straightforwardly. 
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CLAIMS 

1. system for the execution of secure transactions in a 
multimedia network, comprising a multimedia network with 
customer stations (2), merchant servers (3), and a payment 
5 server (5) connected to it, secure electronic transactions 
being performed using a secure electronic transactions 
protocol, comprising the exchange of digital certificates, 
uniquely identifying the relevant transaction participants 
and also attesting their privileges at the merchant server, 
10 said certificates being managed by a Trusted Third Party 
server (9) being connected too to said multimedia network, 
said payment servers 5 being enabled to validate the 
digital certificates presented and to process authorisation 
concerning the payment, said customer stations comprising 
15 transactions management means (10), fit for performing saxd 
secure electronic transactions protocol and for managing 
said certificates for the customer station, 
characterized in a remote customer agent 
(13) . managed by agent parameters received or to be 
20 received from said customer station (2) and thus, under the 
control of said parameters, assisting or representing the 
customer station in a negotiation process, including 
selecting products to be presented by the merchant server 
(3), and payment for selected products in a secure way, 
25 under control of said secure electronic transactions 
protocol and said certificates, being managed by said 
transactions management means (10) . 
2 System according to claim 1, 

c'haracterized in that said customer station 
30 (2) comprises an agent interface 12, fit for transmission 
of codes, parameters and certificates between said customer 
agent (13) and said transactions management means (10) . 
3. System according to claim 1, 

characterized in a remote merchant agent 
35 (14) , managed by agent parameters received or to be 
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received from said merchant station (3) and thus, under the 
control of said parameters, assisting or representing the 
merchant station in a negotiation process, including 
presenting products to the customer agent (13) or the 
5 customer station (3), and to have paid for products being 
selected by the customer agent (13) or the customer station 
(3), in a secure way, under control of said secure 
electronic transactions protocol and said certificates. 

4 System according to claim 2, 
10 c'h a r a c t e r i z e d i n that said negotiation and 
payment process by said customer agent (13) and said 
merchant agent (14) is performed within an agent 
negotiation server (11) . connected to said multimedia 
network (1) • 

15 5 System according to claim 1. 

characterized in that, within said secure 
electronic transaction protocol, for authentication and 
authorisation said customer agent (13) transmits a token is 
encapsulated, comprising an authorisation code for opening 

20 up said transactions management means (10). 

6 System according to claim 5, 

characterized in that said token is stored 
within the customer agent (13) in an encrypted form, using 
a random key. being generated at the customer station (2) 
25 for each new payment process. 

7 System according to claim 5. 

characterized in that both the customer 
station (2) and the customer agent (13) comprise a specific 
communication certificate, payment start messages being 

30 communicated to said transactions management means (10) in 
encrypted form, using a random session key which, in turn, 
is sent over in encrypted form, using the customer 
station's public key related to said communication 
certificate, said message being signed with the customer 

35 agent's private key related to said communication 
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certificate and a time stamp being added to said message in 
order to prevent replay by malicious parties. 
8. Method for the execution of secure transactions in a 
multimedia network, comprising a multimedia network with 
customer stations (2), merchant servers (3), and a payment 
server (5) connected to it, secure electronic transactions 
being performed using a secure electronic transactions 
protocol, comprising the exchange of digital certificates, 
uniquely identifying the relevant transaction participants 
and also attesting their privileges at the merchant server, 
said certificates being managed by a Trusted Third Party 
server (9) being connected too to said multimedia network, 
said payment servers 5 being enabled to validate the 
digital certificates presented and to process authorisation 
concerning the payment, said customer stations comprising 
transactions management means (10), fit for performing said 
secure electronic transactions protocol and for managing 
said certificates for the customer station, moreover, 
comprising a remote customer agent (13) , managed by agent 
parameters received or to be received from said customer 
station (2) and thus, under the control of said parameters, 
assisting or representing the customer station in a 
negotiation process, including selecting products to be 
presented by the merchant server (3), and payment for 
selected products in a secure way, under control of said 
secure electronic transactions protocol and said 
certificates, being managed by said transactions management 
means (10). while, moreover, said customer station (2) 
comprises an agent interface (12) , fit for transmission of 
codes, parameters and certificates between said customer 
agent (13) and said transactions management means (10). 
and, besides, a remote merchant agent (U) , managed by 
agent parameters received or to be received from said 
merchant station (3) and thus, under the control of said 
parameters, assisting or representing the merchant station 
in a negotiation process, including presenting products to 
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the customer agent (13) or the customer station (3) , and to 
have paid for products being selected by the customer agent 
(13) or the customer station (3) , in a secure way, under 
control of said secure electronic transactions protocol and 
5 said certificates, characterized in the 
following communication steps: 

in a first step, said customer agent (13) recjuests said 
merchant agent (14) to pay by credit card, and the merchant 
agent then informs said merchant server (3) of the 
10 requested payment, while parallell to that the the customer 
agent (13) initialises said transactions management means 



(10) ; 

in a second step, a standard secure electronic transaction 



15 (10) , the merchant server (3) and the payment gateway 
seirver (5) ; 

in a third, final step, after completion of the payment 
process, the merchant server (3) informs the merchant agent 
(14) of that completion of the payment process, and the 
20 merchant agent (14) passes this message on to the customer 
agent (13), which notifies the customer station (2) of the 
payment completion. 



procedure is performed by the transactions management means 
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BACKGROUND OF THE INVENTION 

The invention relates to a system for the execution of . 
secure transactions in a multimedia network. 
Multimedia networks like the Internet offer a wide variety 
of new possibilities, which will have a great impact on the 
business environment of the future. Various vendors will 
start to exploit the Internet as a marketplace. For a 
customer not to get lost within the vast amount of 
information that is provided, in the near future agent^. 
based services shall be implemented. Agents are autonomous 
pieces of software, which may perform tasks for users on 
the Internet. Based on the user's preferences, they may 
assist the user in making a selection within the vast range 
of offered poducts. Complementary to this, the agent may 
assist in the actual purchase of such a product. As part of 
this process, the agent will have to be able to perform 

y payments . 

One of the biggest inhibitors on Electronic Commerce today 
is security. Consumers demand that their private 
information be kept private. When using agent technology 
within an E-Commerce service, adequate security precautions 
_ must be taken. At present, however, agent security is still 

b 25 in its infancy. Therefore, delegating payments to agents is 

not possible at this moment in time. 
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SUMMARY OF THE INVENTION 

According to the present invention, an architecture is 
30 proposed in which agents may perform secure credit card 
payments. According to the invention, for the execution of 
such payments the SET (Secure Electronic Transactions) 
protocol is used, an upcoming standard for secure payments 
on the Internet by means of credit cards. All new entities 
35 and components that are necessary to provide agent -based 
SET payments will be defined and payment interaction 
(agent-agent, agent-user and other) will be elaborated 
upon. 
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Most entities of the standard infrastructure for performing 
SET-based payments by means of credit cards are 
straightforward analogies to real world credit card 
payments. A few, however, need further explanation. A brief 

5 description of these will be given first. 

One of the main issues when providing secure payments is 
authentication of the involved entities. SET uses a robust 
set of digital certificates for this purpose. Each 
participant in a SET transaction requires a specific 

10 certificate or set of certificates that not only uniquely 
identifies this participant, but also attests to his or her 
privilege as holder of a payment card or as a holder of a 
Merchant account. Brand Associations (e.g. VISA/ 
MasterCard) or Card Issuers commission so called 

15 Certificate Authorities (CAs) to carry out the work of 
managing SET digital certificates. 

Complementary to this, SET introduces the notion of a 
Payment Gateway, which is needed to validate SET digital 
certificates and preprocess authorisation, capture and 

20 settlement work concerning the payment at hand. Another 
fundamental requirement for performing SET payments is a 
component called an Electronic Wallet (E-Wallet) . These 
wallets embody the SET protocol on the customer side and 
provide a means to store and manage the certificates to 

25 digitally sign messages, along with the security aspects 
consumers demand to keep private data private. 
According to the present invention the task of performing 
SET credit card transactions is delegated to agents. In 
developing an infrastructure that enables this, the 

30 following constraints have been defined: 

- Obtaining certificates is not a task that users will want 
to delegate to their agents. Furthermore, it is not very 
probable that banks and CAs will approve of this situation. 
Therefore, we assume all certificates and the E-Wallet to 

35 be in place. 

- The standard SET infrastructure shall be kept intact. 
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Thereby the inherent security of SET payments shall remain 
present and the necessary alterations when implementing 
shall be limited. 

Based on these constraints, an infrastructure has been 
5 designed wich will be discussed below. 

EMBODIMENT OF THE INVENTION 

Figure 1 shows an architecture in which the invention -the 
use the SET protocol by "secure agents- can be implemented. 

10 Figure 1 shows a multimedia network -the internet- 1. 
Connected to the internet 1 are customer PCs 2, and 
merchant servers 3, each via an internet service providers 
(ISP) 4. Also connected to the internet, via an ISP 4, is a 
payment (gateway) server 5, The payment server 5 is also - 

15 via an access server 6- connected to a "Banker's 

Interchange Network" (BIN) 7, having banking servers 8 
connected to it. 

A main issue in secure payments is authentication of 
entities. The SET protocol, to be used in the system shown 

20 in figure 1, uses a set of digital certificates for this 
purpose. Each participant in transaction requires a 
certificate that uniquely identifies the participant and 
also attests to his privilege as a holder of a account at 
the merchant server. Associations like VISA/MasterCard or 

25 other Card Issuers commission so called Certificate 

Authorities to carry out the work of managing SET digital 
certificates. In figure 1 a Trusted Third Party Server 
(TTPS) 9 of such Certificate Authority is connected to the 
internet 1 and can be approached by customers 2, merchants 

30 3 and payment servers 5. Payment servers 5 are needed to 
validate the digital certificates and to preprocess 
authorisation, capture and settlement work concerning the 
payment . 

Another fundamental requirement for performing SET payments 
35 ' is a system component called "Electronic Wallet" (EW) 10. 
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An E-wallet 10 embodies the SET protocol at the customer's 
side and provides means --within the customer's PC 2-- to 
.store and manage the needed certificates, to digitally sign 
messages, along with the security aspects customers demand 
to keep private data private. 

According to the invention agents are used to perform 
secure transactions. As said before, agents are autonomous 
pieces of software, which are enabled to perform tasks for 
users (customers or merchants) . Based on preferences set by 
users 2 (customer) and 3 (merchant), the users' respective 
agents assists or represent the users in presenting and 
selecting of the merchants' products and, complementary to 
this, the users' respective agents assist or represents the 
users to purchase (collect) the selected products and to 
perform the secure payment for it. 

Each customer 2 may be represented by a customer agent 
(CA) , while each merchant 3 may be represented by a 
merchant agent (MA) . The negotiation process (presentation, 
selection and collection of products and the payments for ' 
the collected products) is executed within an "agent 
platform", preferably embodied within an "Agent Negotiation 
Server" (ANS) 11. Communication between the customer's PC 3 
and the customer's agent at the ANS's side is performed, at 
the customer's side via the E-wallet 10 --meant for SET 
25 based transaction-- which is extended with a special SET 
Agent Interface (SAI) 12. 

The CA 13 communicates with the customer by means of the 
customer's "browser" (customer inferface) and, via the SAI 
12, with the customer's E-Wallet 10 in order to initialise 
payments. As was the case according to the state-of-the-art 
(using credit cards) , the actual SET payment process is 
performed between the E-Wallet lo and the Merchant server 
3. Therefore, during actual payment interaction the level 
of trust is the same as in known, credit card based SET 
35 payments . 
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The CA 13 will have to be authorised to initialise the EW 
10 for payments. In standard SET transactions the customer 
IS prompted -via the customer's browser- to enter the E- 
Wallet password for this purpose. The CA 13 and the SAI 12 
will have to be implemented such, that one of two scenarios 
may be performed: either the CA 13 has authorisation to 
release the cryptographic content of the E-Wallet 10 
itself, or, after agent initialisation, the customer is 
prompted to provide an E-Wallet password. In the latter 
case, customer interaction is necessary. This is not 
desirable from a usability point of view, but might be 
preferred by customers (or merchants) , since this will give 
them a sense of control over the payment. 

Figure 2 shows a communication procedure for the system 
15 presented in figure 1. 

For authentication and authorisation purposes, the CA 13 
will carry a token, in which an authorisation code for 
opening up the E-Wallet is encapsulated. The level at which 
this token is secured within the agent depends on the 
location of the platform in which the CA 13 performs its 
tasks. If this platform resides on the customer PC, 
security requirements on both storing the token within the 
agent and communicating it to the E-Wallet are less strong 
than if the agent resides on a remote platform like the ANS 
11 as suggested in figure i. m the latter case, the token 
will need to be adequately secured, as will, communication 
between the agent and the E-Wallet. The security 
requirements are as follows: 



20 



25 



30 



35 



The token is stored within the CA 13 in encrypted form 
using a random key. A symmetric encryption scheme, such 
as DES, shall be applied here. This random key is 
generated at the PC 2 for each specific purchase. A new 
key shall be generated for each item that is to be bought 
by the agent. 

For communication purposes, both the customer 2 and the 
CA 13 need to own a specific certificate, other than the 
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SET certificate. Payment start messages shall be 
communicated to the E-Wallet 10 in encrypted form, using 
a random session key. A symmetric encryption scheme, such 
as DES, shall be applied here. In turn, this random key 
5 shall be sent over in encrypted form, using the 

customer's public key related to the communication 
certificate. The message shall be signed with the agent's 
private key and a time stamp shall be added to the 
message in order to prevent replay by malicious parties. 
10 In figure 2 the following communication steps are 
performed : 

In step I, the CA 13 requests the Merchant Agent (MA) 14 
to pay by credit card. The latter then informs the 
merchant server 3 of the requested payment, while 
15 parallell to that the CA 13 initialises the EW 10. 

In step II, the standard SET procedure is performed by 
the EW 10, the Merchant server 3 and the Payment Gateway 
server 5. 

Finally, in step III, after completion of the payment, 
20 the Merchant server 3 informs the MA 14 of this fact The 
MA 14 passes this message on to the CA 13, which notifies 
the customer of payment completion. 
The infrastructure and message flows are a natural 
extension of any agent-based infrastructure. Implementation 
25 may therefore by performed straightforwardly 
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CLAIMS 

1. Syatem for the execution of secure transactions in a 
multimedia network, comprising a multimedia network with 
customer stations (2), merchant servers (3), and a payment 
5 server (5) connected to it, secure electronic transactions 
being performed using a secure electronic transactions 
protocol, comprising the exchange of digital certificates 
uniquely identifying the relevant transaction participants 
and also attesting their privileges at the merchant server 
10 said certificates being managed by a Trusted Third Party ' 
Server (9) being connected too to said multimedia network 
said payment servers 5 being enabled to validate the 
digital certificates presented and to process authorisation 
concerning the payment, said customer stations comprising 
transactions management means (lo), fit for performing said 
secure electronic transactions protocol and for managing 
said certificates for the customer station, 
characterized i n a remote customer agent 
(13), managed by agent parameters received or to be 
received from said customer station (2) and thus, under the 
control of said parameters, assisting or representing the 
customer station in a negotiation process, including 
selecting products to be presented by the merchant server 
(3), and payment for selected products in a secure way 
under control of said secure electronic transactions 
protocol and said certificates, being managed by said 
transactions management means (lO) . 

2. System according to claim 1, 

characterized in that said customer station 
(2) comprises an agent interface 12, fit for transmission 
of codes, parameters and certificates between said customer 
agent (13) and said transactions management means (lo) . 

3. System according to claim i, 

characterized i n a remote merchant agent 
(14), managed by agent parameters received or to be 
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received from said merchant station (3) and thus, under the 
control of said parameters, assisting or representing the 
merchant station in a negotiation process, including 
presenting products to the customer agent (13) or the 
5 customer station (3), and to have paid for products being 
selected by the customer agent (13) or the customer station 
(3), in a secure way, under control of said secure 
electronic transactions protocol and said certificates. 

4. System according to claim 2, 
10 characterized in that said negotiation and 
payment process by said customer agent (13) and said 
merchant agent (14) is performed within an agent 
negotiation server (11) , connected to said multimedia 
network (1) . 

15 5. System according to claim 1, 

characterized in that, within said secure 
electronic treinsaction protocol, for authentication and 
authorisation said customer agent (13) transmits a token is 
encapsulated, comprising an authorisation code for opening 

20 up said transactions management means (10)* 

6. System according to claim 5, 

characterized in that said token is stored 
within the customer agent (13) in an encrypted form, using 
a random key, being generated at the customer station (2) 
25 for each new payment process. 

7. System according to claim 5, 

characterized in that both the customer 
station (2) and the customer agent (13) comprise a specific 
communication certificate, payment start messages being 

30 communicated to said transactions management means (10) in 
encrypted form, using a random session key which, in turn, 
is sent over in encrypted form, using the customer 
station's public key related to said communication 
certificate, said message being signed with the customer 

35 agent's private key related to said communication 
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certificate and a time stamp being added to said message in 
order to prevent replay by malicious parties* 
8, Method for the execution of secure transactions in a 
multimedia network, comprising a multimedia network with 
5 customer stations (2), merchant servers (3), and a payment 
server (5) connected to it, secure electronic transactions 
being performed using a secure electronic trcuisactions 
protocol, comprising the exchange of digital certificates, 
uniquely identifying the relevant transaction participants 

10 and also attesting their privileges at the merchant server, 
said certificates being managed by a Trusted Third Party 
Server (9) being connected too to said multimedia network, 
said payment servers 5 being enabled to validate the 
digital certificates presented and to process authorisation 

15 concerning the payment, said customer stations comprising 
transactions management means (10), fit for performing said 
secure electronic transactions protocol and for managing 
said certificates for the customer station, moreover, 
comprising a remote customer agent (13), managed by agent 

20 parameters received or to be received from said customer 
station (2) and thus, under the control of said parameters, 
assisting or representing the customer station in a 
negotiation process, including selecting products to be 
presented by the merchant server (3) , cuid payment for 

25 selected products in a secure way, under control of said 
secure electronic transactions protocol and said 
certificates, being managed by said transactions management 
means (10), while, moreover, said customer station (2) 
comprises an agent interface (12) , fit for transmission of 

50 codes, parameters and certificates between said customer 
agent (13) and said transactions management means (10), 
and, besides, a remote merchant agent (14) , managed by 
agent parameters received or to be received from said 
merchant station (3) and thus, under the control of said 

35 parameters, assisting or representing the merchant station 
in a negotiation process, including presenting products to 
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the customer agent (13) or the customer station (3), and to 
have paid for products being selected by the customer agent 
(13) or the customer station (3), in a secure way, under 
control of said secure electronic transactions protocol and 
said certificates, characterized in the 
following communication steps: 

in a first step, said customer agent (13) requests said 
merchant agent (14) to pay by credit card, and the merchant 
agent then informs said merchant server (3) of the 
requested payment, while parallell to that the the customer 
agent (13) initialises said transactions management means 



in a second step, a standard secure electronic transaction 
procedure is performed by the transactions management means 
(10), the merchant server (3) and the payment gateway 
server (5) ; 

in a third, final step, after completion of the payment 
process, the merchant server (3) informs the merchant agent 
(14) of that completion of the payment process, and the 
merchant agent (14) passes this message on to the customer 
agent (13), which notifies the customer station (2) of the 
payment completion. 



(10); 
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□ the description, pages: 
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□ the drawings, sheets: 

5. □ This report has been established as if (some of) the amendments had not been made, since they have been 
considered to go beyond the disclosure as filed (Rule 70.2(c)): 

(Any replacement sheet containing such amendments must be referred to under item 1 and annexed to this 
report.) 
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V. Reasoned statement under Article 35(2) with regard to novelty, inventive step or industrial applicability; 
citations and explanations supporting such statement 

1. Statement 

Novelty (N) Yes: Claims 1-8 

No: Claims 

Inventive step (IS) Yes: Claims 

No: Claims 1-8 

Industrial applicability (lA) Yes: Claims 1-8 

No: Claims 



2. Citations and explanations 
see separate sheet 



VII. Certain defects in the International application 

The following defects in the form or contents of the international application have been noted: 
see separate sheet 
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1^ Re Item VIII 

Certain observations on the international application 

Independent claims 1 and 8 do not meet the requirements of Art. 6 PCT in that the 
claims are not clear. The claims comprise various possibilities (received or to be 
received, assisting or representing) which renders the subject-matter put under 
protection unclear. Furthermore, the parameters received from the customer 
station are not specified. 

2, Re Item V 

Reasoned statement under Rule 66.2(a)(ii) with regard to novelty, inventive 
step or industrial applicability; citations and explanations supporting such 
statement 

2.1 . Reference is made to the following documents: 

D1 : US-A-5 671 280 (ROSEN SHOLOM 8) 23 September 1 997 (1 997-09-23) 
D2: WO 97 26612 A (PERSONAL AGENTS INC) 24 July 1997 (1997-07-24) 

2.2. Claim 1 lacks an inventive step for the following reason: 

D1 discloses an electronic commercial payment system with secure transactions. 
The system of D1 comprises customer stations (D1 , Fig. 6, customer networks 
191) and merchant servers ( D1, Fig. 6, merchant network 134). Customer and 
merchant comprise transaction devices (D1, Fig. 4) which include a trusted agent 
120. The trusted agent is used to provide secure electronic transactions (D1, Fig. 
5A, 5B. 5C, 5D and col. 5, 1. 65 to col. 7, 1. 22). For this reason it includes (D1 , Fig. 
5A) a security manager function maintaining eg. trusted agent certificates and an 
untrusted agent list. Furthermore, cryptographic functions 152 of the trusted agent 
component make possible secure transactions. 

The characterising part of claim 1 is derivable from D1 too. The remote customer 
agent of claim 1 is comparable to the trusted agent 120 of the transaction device 
connected to a customer network. In D1 the trusted agent of a customer is 
managed by parameters received from the customer station. The trusted agent 
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assists or presents the customer station in a negotiation process. D1 discloses a 
detailed payment procedure which operates in a secure way. Fig. 14 of D1 
illustrates four encryption channels established during a transaction (cf. also D1 , 
col. 12, 1. 50 to col. 13, 1.7). 

Hence, the characterizing features of claim 1 seem to be quite general in 
comparison to D1 . It follows that a person skilled in secure electronic transactions 
could derive the subject-matter of claim 1 from D1 . 

D1 does not disclose a multimedia network. However, from the claim it cannot be 
seen that a special transaction management is necessary for multimedia. 

D2 indicates a document which describes intelligent agents in the sense of a 
software entity that is capable of performing certain delegated actions on behalf of 
a user (D2, page 14, last paragraph). Features of the characterising part 
"customer agent ... representing the customer station in a negotiation process" 
are derivable for the skilled person from D2 (claim 45). 

2.3. Method claim 8 is similar to claim 1 in words of a method. The characterizing part 
of claim 8 indicates 3 communication steps. 

The first step is a normal step of a normal payment action by credit card between 
customer and merchant (eg. remittance advice in Fig. 1 of D1). Customer agent 
and merchant agent inform (or initialise) transaction management means and 
merchant server, respectively. D1 also indicates on the customer side and on the 
merchant side specialised modules (D1, Fig. 6, modules 188, 189, 193, 198) 
which perform a secure electronic transaction (D1, Fig. 13, step 630). 
In D1 the transaction process includes commit routines (D1, col. 18, 1. 28-67). 
Furthermore, after a successful completion of the payment further modules 
(trusted agents) get messages to indicate "Payment Successful" (D1, col. 19). 
Hence, the final step of claim 8 is derivable from D1 for a person skilled in secure 
electronic payment. 

2.4. Dependent system claims 2-7 seem to comprise normal implementation 
possibilities and thus do not provide features for an allowable claim. The token of 
claim 5 is comparable to various security information transmissions between 
customer and merchant in D1. Before the money module payment is performed 
several signature verification steps are processed (D1, col. 12, lines 3-49). 
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3, Re Item VII 

Certain defects in the international application 



D1 , D2 are not mentioned in the description as the closest prior art documents 
(Rule 5.1a)ii) PCX). 

The applicant's attention is drawn to the fact that, as a consequence of Rule 
66,8(a) PCT the examiner is not permitted to carry out any amendments under the 
PCT procedure, however minor these may be. 
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PATENT COOPERATION TREATY 



From the INTERNATIONAL SEARCHING AUTHORITY 


PCT 

NOTIFICATION OF TRANSMITTAL OF 
THE INTERNATIONAL SEARCH REPORT 
OR THE DECLARATION . 

(PCT Rule 44.1) 


To: 

KONINKLIJKE KPN N.V. 
Attn. Klein, Bart 
P.O. Box 95321 
NL-2509 CH Den Haag 
NETHERLANDS 


Date of mailing 

(day/month/year) 02/02/2000 


Applicant's or agent's file reference 

402552W0 


FOR FURTHER ACTION See paragraphs 1 and 4 below 


International application No. 

PCT/EP 99/08157 


International filing date 
(day/month/year) 25/10/1999 


Applicant 

KONINKLIJKE KPN N.V. et al . 



1 . The applicant is hereby notified that the International Search Report has been established and is transmitted herewith. 
Filing of amendments and statement under Article 19: 

The applicant is entitled, if he so wishes, to amend the claims of the International Application {see Rule 46): 

When? The time limit tor filing such amendments is normally 2 months from the date of transmittal of the 
International Search Report; however, for more details, see the notes on the accompanying sheet. 



Where? Directly to the 



International Bureau of WlPO 
34, chemin des Colombettes 
1211 Geneva 20, Switzerland 
Fascimile No.: (41-22) 740.14.35 



For more detailed instructions, see the notes on the accompanying sheet. 

2. I I The applicant is hereby notified that no International Search Report will be established and that the declaration under 
' — ' Article 1 7(2)(a) to {hat effect is transmitted herewith. 

3. Q With regard to the protest against payment of (an) additional fee(s) under Rule 40.2, the applicant is notified that: 

□ the protest together with the decision thereon has been transmitted to the International Bureau together with the 
applicant's request to forward the texts of both the protest and the decision thereon to the designated Offices. 

I I no decision has been made yet on the protest; the applicant will be notified as soon as a decision is made. 

4. Further action(s): The applicant is reminded of the following: 

Shortly after 18 months from the priority date, the international application will be published by the International Bureau. 
If the applicant wishes to avoid or postpone publication, a notice of withdrawal of the international application, or of the 
priority claim, must reach the International Bureau as provided in Rules 90£?/s.1 and 906/S.3, respectively, before the 
completion of the technical preparations for international publication. 

Within 19 months from the priority date, a demand for international preliminary examination must be filed if the applicant 
wishes to postpone the entry into the national phase until 30 months from the priority date (in some Offices even later). 

Within 20 months from the priority date, the applicant must perform the presaibed acts for entry into the national phase 
before all designated Offices which have not been elected in the demand or in a later election within 19 months from the 
priority date or could not be elected because they are not bound by Chapter It. 



Name and mailing address of the International Searching Authority 

European Patent Office, P.B. 5818 Patentlaan 2 
NL-2280 HV Rijswijk 
&jI Tel. (+31-70) 340-2040, Tx. 31 651 epo nl, 
Fax: (+31-70) 340-3016 



Authorized officer 

Lucia Van Pinxteren 
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NOTES TO FORM PCT/ISA/220 



These Notes are intended to give the basic instructions concerning the filing of amendments under article 19. The 
Notes are based on the requirements of the Patent Cooperation Treaty, the Regulations and the Administrative Instructions 
under that Treaty. In case of discrepancy between these Notes and those requirements, the latter are applicable. For more 
detailed information, see atso the PCT Applicant's Guide, a publication of WIPO. 

In these Notes. "Article", 'Rule', and "Section" refer to theprovisions of the PCT. the PCT Regulations and the PCT 
Administrative Instnictions respectively. 



INSTRUCTIONS CONCERNING AMENDMENTS UNDER ARTICLE 19 



The applicant has. after having received the international search report, one opportunity to amend the claims of the 
(ntemational appltcation. It should however be emphasized that, since all parts of the international application (claims, 
description and drawings) may be amended during the international preliminary examination procedure, there is usually 
no need to file amendments of the claims under Article 1 9 except where, e.g. the applicant wants the latter to be published 
for the purposes of provisional protection or has another reason for amending the claims before intern alional pbulication. 
Furthermore, it should t>e emphasized that provisional protection m available in some States only. 



What parts of the Internationa application may be amended? 

Under Article 1 9, only the claims may be amended. 

During the intemational phase, the daima may also be amended (or further amended) under Article 34 before 
the Intemational Preliminary Examining Authority. The description and drawings may only be amended under 
Article 34 before the Intemational Examining Authority. 

Upon entry into the national phase, all parts of the international application may be amended under Article 28 
or, where applicable, Article 41 . 



When? Within 2 months from the date of transmittal of the intemational search report or 1 6 months from the priority 

date, whichever time limit expires later It should be noted, however, that the amendments will be considered 
as having been received on time if they are received by the Intemational Bureau after the expiration of the 
applicable time limit but before the completion of the technical preparations for intemational publication 
(Rule 46.1). 



Where not to file the amendments? 

The amerwlments may only be filed with the International Bureau and not with the receiving Office or the 
Intemational Searching Authority (Rule 46.2). 

Where a demand for intemational preliminary examination has been /is filed, see below. 



How? Either by cancelling one or more entire datms, by adding one or more new claims or by amending the text of 

one or more of the claims as filed. 

A replacement sheet must be submitted for each sheet of the claims which, on account of an amendment or 
amendments, differs from the sheet originally filed. 

All the claims appearing on a replacement sheet must be numbered in Arabic numerals. Where a claim is 
cancelled, no renumbering of the other claims is required. In all cases where clain^s are renumbered, they must 
be renumbered consecutively (Administrative Instructions, Section 205(b)). 

The amendments must be made in the language In which the International application Is to be published. 



What documents must/may accompany the amendments? 
Letter (Section 205(b)): 

The amendments must be submitted with a letter. 

The letter will not be putslished with the international application and the amended claims. It should not be 
contused with the 'Statement under Article 19(1)" (see below, under "Statement under Article 19(1)*^. 

The letter must be In English or French, at the choice of the applicant. However, K the language of the 
intemational application Is English, the letter must be In English; if the language of the international application 
Is French, the letter must be In French. 
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NOTES TO FORM PCT/ISA/220 (continued) 



The letter must indicate the differences between the claims as filed and the claims as amended. It must, in 
particular, indicate, in connection with each claim appearing in the international application (it being urtderatood 
that identical indications concerning several claims may be grouped), whether 

(i) the claim is unchanged; 

(ii) the claim is cancelled; 
(ill) the claim is new; 

(iv) the claim replaoes one or more claims as filed; 

(v) the claim is the result of the division of a claim as filed. 



Tbe foMowfng examples Illustrate the manner In which amendments must be explained In the 
accompanying letter: 

1 . [Where originally there were 48 claims and after amendment of some claims there are 51 ]: 
'Qaims 1 to 29, 31 , 32, 34, 35, 37 to 46 replaced by amended claims bearing the aame numberB; 
daims 30, 33 and 36 unchanged; new claims 49 to 51 added.' 

2. [Where originally there were 1 5 claims and after amendment of all claims there are 11]: 
"Claims 1 to 1 5 replaced by amended claims 1 to 1 1 

3. [Where originally there were 14 claims and the amendments consist in cancelling some claims and in adding 
new claims]: 

"Claims 1 to 6 and 14 unchanged; claims 7 to 13 cancelled; new claims 15, 16 and 17 added.* or 
"Claims 7 to 13 cancelled; new claims 1 5. 16 and 17 added; all other claims unchanged." 

4. [Where various kinds of amendments are made]: 

"Claims 1-10 unchanged; claims 11 to 13, 18 and 19 cancelled; claims 14, 15 and 16 replaced t^y amended 
claim 1 4; claim 1 7 subdivided into amended claims 15,16 and 1 7; new claims 20 and 21 added." 



""Statement under article 19(1)" (Rule 46.4) 

The amendments may be accompanied by a statement explaining the amerKlments and indicating any impact 
that such amendments might have on the description and the drawings (which cannot be amended under 
Article 19(1)). 

The statement will be published with the international application and the an>ended claims. 
It must be In the language In which the International apppllcatlon Is to be published. 

It must be brief, not exceeding 500 words if in English or if translated into English. 

It should not be confused with and does not replace the tetter indicating the differences between the claims 
as filed and as amended, tt must be filed on a separate sheet and must be identified as such by a heading, 
preferably by using the words 'Statement under Article 19(1).* 

It may not contain any disparaging comments on the international search report or the relevance of citations 
contained in that report. Reference to citations, relevant to a given claim, contained in the intemational search 
report may be made only in connection with an amendment of that claim. 



Consequence if a demand for Intemational preliminary examination has already been filed 

If, at the time of filing any amendments under Article 1 9, a demand for intemational preliminary examination 
has already been submitted, the applicant must preferably, at the same lime of filing the amendments with the 
Intemational Bureau, also file a copy of such amendments with the Intemational Preliminary Examining 
Authority (see Rule 62.2(a), first sentence). 



Consequence with regard to translation of the International application for entry Into the national phase 

The applicant's attention is drawn to the fact that, where upon entry into the national phase, a translation of the 
claims as amended under Article 19 may have to be furnished to the designated/elected Offices, instead of. or 
in addition to, the translation of the claims as filed. 

For further details on the requirements of each designated/elected Office, see Volume II of the PCT Applicant's 
Guide. 
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PATENT COOPERATION TREATY 

PCT 



INTERNATIONAL SEARCH REPORT 

(PCT Article 18 and Rules 43 and 44) 



Applicant s or agent's file reference 

402552W0 


pQp FURTHER Notification of Transmittal of International Search Report 

(Form PCT/lSA/220) as well as, where applicable, item 5 below. 

ACTION 


International application No. 

PCT/EP 99/08157 


International filing date (day/month/year) 

25/10/1999 


(Earliest) Priority Date (day/month/year) 

02/12/1998 


Applicant 

KONINKLIJKE KPN N.V. et al . 



This International Search Report has been prepared by this International Searching Authority and Is transmitted to the applicant 
according to Article 18. A copy is being transmitted to the International Bureau. 

This International Search Report consists of a total of 3 sheets. 

[X] It is also accompanied by a copy of each prior art document cited in this report. 



Basis of the report 

a. With regard to the language, the international search was carried out on the basis of the international application in the 
language in which it was filed, unless otherwise indicated under this item. 

I I the international search was carried out on the basis of a translation of the international application furnished to this 
Authority (Rule 23.1(b)). 

b. With regard to any nucleotide and/or amino acid sequence disclosed in the international application, the international search 
was carried out on the basis of the sequence listing : 
I I contained in the international application in written form. 

filed together with the international application in computer readable form, 
furnished subsequently to this Authority in written form, 
furnished subsequently to this Authority in computer readble form. 



2. 
3. 



□ 
□ 
□ 
□ 

□ 



□ 
□ 



the statement that the subsequently furnished written sequence listing does not go beyond the disclosure in the 
international application as filed has been furnished. 

the statement that the information recorded in computer readable form is identical to the written sequence listing has been 
furnished 

Certain claims were found unsearchable (See Box I). 
Unity of invention is lacking (see Box II). 



4. With regard to the title, 

[X] the text is approved as submitted by the applicant. 

I I the text has been established by this Authority to read as follows: 



With regard to the abstract, 

PT] the text is approved as submitted by the applicant, 
the text has been established, according to Rule 31 

within one month from the date of mailing of this international search report, submit comments to this Authority. 
6. The figure of the drawings to be published with the abstract is Rgure No. 1 



I j the text has been established, according to Rule 38.2(b), by this Authority as it appears in Box III. The applicant may. 



pr| as suggested by the applicant. Q None of the figures. 

I I because the applicant failed to suggest a figure. 

[ I because this figure better characterizes the invention. 
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According to International Patent Classification (IPC) or to both national classification and IPC 

B. FIELDS SEARCHED 

Minimum documentation searched (classification system followed by classification symbols) 
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Documentation searched other than minimum documentation to the ejctent that such documents are included in the fields searched 



Electronic data base consulted during the international search (name of data base and, where practical, search terms used) 



C. DOCUMENTS CONSIDERED TO BE RELEVANT 



Category " Citation of document, with indication, where appropriate, of the relevant passages 



Relevant to claim No. 
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" Special categories of cited documents : 

"A" document defining the general state of the art which is not 

considered to be of particular relevance 
"E" eariler document but published on or after the international 

filing date 

"L" document which may throw doubts on priority claim(s) or 
which is cited to establish the publication date of another 
citation or other special reason (as specified) 

"O" document referring to an oral disclosure, use, exhibition or 
other means 

"P" document published prior to the international filing date but 
later than the priority date claimed 



*T" later document published after the international filing date 
or priority date and not in conflict with the application but 
cited to understand the principle or theory underlying the 
invention 

"X" document of particular relevance; the claimed invention 
cannot be considered novel or cannot be considered to 
involve an inventive step when the document is taken alone 

"Y" document of particular relevance; the claimed invention 

cannot be considered to involve an inventive step when the 
document Is combined with one or more other such docu- 
ments, such combination being obvious to a person skilled 
in the art. 

"&" document member of the same patent family 



Date of the actual completion of the international search 
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Date of mailing of the international search report 
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Name and mailing address of the ISA 

European Patent Office, P.B. 5818 Patentlaan2 
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From the RECEIVING OFFICE 



To: 

Klein, Bart 
KONINKLIJKE KPN N.V. 
P.O. Box 95321 
NL-2509 CH Den Haag 
PAYS -B AS 


NOTIFICATION OF THE INTERNATIONAL 
APrLICAl ION NUIViBliK AiNU (Jr 1 He 
INTERNATIONAL FILING DATE 

(PCT Rule 20.5(c)) 


Date of mailing jn/i** 
(daylmonthfyear)2 g -j]- 1339 


Applicant's or agent's file reference 

402552W0 


IMPORTANT NOTIFICATION 


International application No. 

PCT/EP 99/ 08157 


International filing date ( day j month j year) 
25/10/1999 


Priority date ( day Imonthj year) 
02/12/1998 


Applicant 

KONINKLIJKE KPN N.V. 


Title of the invention 



1. The applicant is hereby notified that the international application has been accorded the international application number and 

the international filing date indicated above. 

2. The applicant is further notified that the record copy of the international application was transmitted to the International 

Bureau on the above date of mailing. 



3. Other: 



* The International Bureau monitors the Uansmitlal of the record copy by the receiving Office and will notify the applicant 
(with Form PCT/IB/301) of its receipt. Should the record copy not have been received by the expiration of 14 months from 
the priority date, the International Bureau will notify the applicant (Rule 22.1(c)). 



Name and mailing address of the receiving Office 


Authorized officer 


European Patent Office. P.B. 5818 Patentlaan 2 
i!A NL-2280 HV Rijswijk 

QMl Tel. ( + 31-70) 340-2040, Tx. 31 651 epo nl. 
Fax: ( + 31 -10) 340-30 1 6 
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PCX 

REQUEST 

The undersigned requests that the present 

iniemational application be processed 
according to the Patent Cooperation Treaty. 


rOI/tr a y / u 0 1 b / 

Iniemational Application No. 


2 5 0 C T 1999 f') R 10 99 \ 

International Filina Date ^ / 


EUROPEAN PATENT OFFICE 

RCT INTERNATIONAL APPLICATION 

Name of receiving Office and "PCT International Application" 




Applicant's or agent's file reference 

(if desired) (12 chamcters maximum I t 

402552W0 



Box No. I TITLE OF INVENTION 

System for secure transactions 



Box No. II 



APPLICANT 



Name and address: (Family name followed by given name: for a legal enfitv. fidl official 
designation. The address must inctiide postal c ode and name ofcoimtn: The coumiT of the 
address indicated in this Box is the applicant 's State (that is, cduntn / a/ residence if ho State 
of residence is indicated below. } 



[ I This person is also inventor. 



KONINKLIJKE KPN N.V, 
Stationsplein 7 
9726 AE GRONINGEN 
The Netherlands 


Telephone No. 

+31 70 3323678 


Faesimile No. 

+31 70 3323840 


Teleprinter No. 


State iihut is. counny) of nationality; 
NL 


Stale (that is. countni of residence: 
NL 


This person is applicant | 1 all dcsignaicd J—"] all designated States except 1 1 the United Stales 1 j the States indicaied in 

tor the purposes of: 1 1 States 1 -'^l (lie United States of America | | of America only L Ithe Supplemental Box 


Box No. Ill FURTHER APPLICANT(S) AND/OR (FURTHER) INVENTOR(S) 


Name and address: (Family natne followed hy given name: for a legal entity, full official 
designation. The address must include postal code and natne ofcounttr. The countn' of the 
address indicated in this Box is tlie applicant 's State (that is. countn) of residence ifiio State 
of residence is indicated below.j 

KERKDIJK 
Hendr ikus 

Oostersingel 23/19 
9713 EX GRONINGEN 
The Netherlands 


This person is: 

[ I applicant only 

|x 1 applicant and inventor 

I 1 inventor only (If this chcck-hox 
is marked, do not fill in hchnw) 


State tthat is, coumiy) of nationality: 

NL 


State (that is, cowutyi of residence: 
NL 



This person is applicant 
for the purposes of: 



□ all designated j | all designated States except PJcl the United Slates I I ihe States indicated in 
States I 1 the United Stales of America L_J of America only | | ihe Supplemental Box 



□ 



Further applicants and/or (further) inventors are indicated on a continuation sheet. 



Box No. IV AGENT OR COMMON REPRESENTATIVE; OR ADDRESS FOR CORRESPONDENCE 



The person identified below is hereby/has been appointed to act on behalf 
of the applicant{s) before the competent International Authorities as: 



fx] agent 



common representative 



Name and address: (Family name followed by given name: for a legal entin; full official 
designation. Tlie address 'must include po.ktal code and name ofcoimtiy. j 

KLEIN Bart 
KONINKLIJKE KPN N.V. 
P.O. BOX 95321 
2509 CH THE HAGUE 
The Netherlands 



Telephone No. 

+31 70 3323678 



Facsimile No. 

+31 70 3323840 



Teleprinter No. 



□ Address for correspondence: Mark this check-box where no agent or common representative is has been appointed and the 
space above is used instead to indicate a special address to which correspondence should be ■>;eni. 
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DESIGNATION OF STATES 



The following designations are hereby made under Rule 4.9(a) (mark ihe applicable check-boxes: ai least one must be marked): 
Regional Patent 

E AP ARIPO Patent: GH Ghana, GM Gambia, KE Kenya. LS Lesotho, iMAV Malawi, SD Sudan, SL Sierra Leone. SZ Swaziland, 
UG Uganda, ZW Zimbabwe, and any other State which is a Contracting State of the Harare Protocol and of the Pcf 

51 EA Eurasian Patent: AM Armenia, AZ Azerbaijan, BY Belarus, KG Kyrgyzstan, KZ Kazakhstan, MD Republic of 
Moldova, RU Russian Federation, TJ Tajikistan, TM Turkmenistan, and any other State which is a Contracting State 
of the Eurasian Patent Convention and of the PCT 

S EP European Patent: AT Austria, BE Belgium, CH and LI Switzerland and Liechtenstein, CY Cyprus, DE Gemiany, 
DK Denmark, ES Spain, Fl Finland, FR France, GB United Kingdom, GR Greece, IE Ireland, IT Italy, LU Luxembourg, 
MC Monaco, NL Netherlands, PT Portugal, SE Sweden, and any other State which is a Contracting State of the European 
Patent Convention and of the PCT 

S OA OAPI Patent: BF Burkina Faso, BJ Benin, CF Central African Republic, CG Congo, CI Cote d'lvoire, CM Cameroon, 
GA Gabon, GN Guinea, GW Guinea-Bissau, ML Mali, MR Mauritania, NE Niger, SN Senegal, TD Chad, TG Togo, and 
any other State which is a member State of OAPI and a Contracting State of the PCT (if other /and of protection or treatment 
desired, specijy on dotted line) 

National Patent (if other kind of protection or treatment desired, specify on dotted line) '. 
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Austria 

Australia 

Azerbaijan 

Bosnia and Herzegovina 

Barbados 

Bulgaria 

Brazil 

Belarus 

Canada 

md LI Switzerland and Liechtenstein 
China 



Cuba 

Czech Republic 

Germany 

Denmark 

Estonia 

Spain 

Finland 

United Kingdom 
Grenada 

Georgia 

Ghana 

Gambia 

Croatia 

Hungary 

Indonesia 

Israel 

India 

Iceland 

Japan 

Kenya 

Kyrgyzstan 

Democratic People's Republic of Korea 



Republic of Korea 

Kazakhstan 

Saint Lucia 
Sri Lanka 



m 

E] 

m 
m 
@ 
m 
m 

m 
m 
m 
m 
m 
m 
m 
m 
m 

El 

m 
m 
m 
m 
m 
m 

EI 
El 
E] 
El 

m 

El 
El 

m 
m 
m 

Check-boxes reserved for designating Stales which have 
become party to the PCT after issuance of this sheet: 

□ 

□ 



LR Liberia 

LS Lesotho 

LT Lithuania 

LU Luxembourg 

LV Latvia 

MD Republic of Moldova 

MG Madagascar 

MK The former Yugoslav Republic of Macedonia 

MN Mongolia 

MW Malawi 

MX Mexico 

NO Norway 

NZ New Zealand 

PL Poland 

PT Portugal 

RO Romania 

RU Russian Federation 

SD Sudan 

SE Sweden 

SG Singapore 

SI Slovenia 

SK Slovakia 

SL Sierra Leone 

TJ Tajikistan 

TM Turkmenistan 

TR Turkey 

TT Trinidad and Tobago 

UA Ukraine 

UG Uganda 

US United States of America 



UZ 
VN 
YU 
ZA 
ZW 



Uzbekistan . . 
Viet Nam . . . 
Yugoslavia . . 

South Africa . 

Zimbabwe . . 



Precautionary Designation Statement: In addition to the designations made above, the applicant also makes under Rule 4.9(b) all other 
designations which would be permitted under the PCT except any designation(s) indicated in the Supplemental Box as being excluded 
from the scope of this statement. The applicant declares that those additional designations are subject to confirmation and that any 
designation which is not confirmed before the expiration of 1 5 months from the priority date is to be regarded as withdrawn by the applicant 
at the expiration of that time limit. (Confinnation of a designation consists of the filing of a notice specifying that designation and the pament of 
the designation and confirmation fees. Confinnation must reach the receiving Office w ithin the 15-month time limit.) 



Form PCT/RO/101 (second sheet) (July 1999) 



See Notes to the request form 



Sheet No. .3 



PCT/EP 9 9 / 0 8 1 5 7 



Box No. M 



PRIORITY CLAIM 



□ 

Further priority claims are indicated in the Supplemental Box 



Filing date 
of earlier application 
(day month/year) 



Number 
of earlier application 



Where earlier application is: 



national application: 
country 



regional application:* 
regional Office 



international application 
receivine Office 



item ( I ) 

(2 DEC 1998) 



98 20 406 3, 6 



item (2) 



item (3) 



rVl The receiving Office is requested to prepare and transmit to the International Bureau a certified copy 
of the earlier application! s) ionly if the earlier application was filed with the Office which for the 

purposes of the present international application is the receiving Office) identified above as item(s): ^^iO</0{;j (j? 



* H'here the earlier applican'on is an ARIPO application, if is mandaioiy to indicate in the Snpplenwniat Box at least one country panv to the Paris 
Convention tor the Protection of Industrial Property for which that earlier application wan filed (Rule 4. !0(b}(' - - • • . 



l!0(b}(ii)}. See Supplenwinal Box, 



Box No. MI INTERNATIONAL SEARCHING AUTHORITY 



Choice of I nternational Searching Authority (ISA) 

(if tw o or more International Searchin}^ Authorities are 
competent to carry out the iniernaiional search, indicate 
the Auifioriiy chosen: the two-lerier code may he used) : 

ISA / EP 



Request to use results of earlier search; reference to that search (if an earlier 
search has been carried out hy or requested from the International Searchin*^ Auihorityj 



Date fday month/year) 

21 APRIL 1999 



Number Country tor re<^ional Oflice/ 

EP 



Box No. Mil CHECK LIST; LANGUAGE OF FILING 



This international application contains 
the followinti number of sheets: 



request 

description (excluding 
sequence listing part) 

claims 

abstract 

drawings 

sequence listing part 
of description 



4 

H 
I 

2, 



Total number of sheets : \Q 



This international application is accompanied by the itcm(s) marked below; 

1. Q fee calculation sheet 

2. separate signed power of attorney 

3. g] copy of general power of attorney; reference number, if any: 

4. □ statement explaining lack of signature 

5. priority document(s) identified in Box No. VI as item{s): 

6. □ translation of international application into (language): 

7. □ separate indications concerning deposited microorganism or other biological material 

8. □ nucleotide and/or amino acid sequence listing in computer readable form 

9. g] other /specify): search report 



Figure of the drawings which 
should accompany the abstract: \ 


Language of filing of the 

international application: English 


Box No. IX SIGNATURE OF APPLICANT OR AGENT 



^'exf to each sivnatmc. indicate the name of the person signin}^ and the capacity in which the person .v/i,'/(.v {if such capacity is not ohvifnis from reading: the request). 




KLEIN Bart 



1 . Date of actual receipt of the purponed 
intemational application: 



For receiving Office use only 

2 5 OCT 1999 (2 5. 10. 99) 



3. Corrected date of actual receipt due to later but 
timely received papers or drawings completing 
the purported intemational appiiclition: 



4. Date of timely receipt of the required 
corrections under PCT Anicle 1 1(2): 



5. Intemational Searching Authority . , 
(if two or more are competent): \oh I 



6. I I Transmittal of search copy delayed 
I — I until search fee is paid. 



2. Drawings: 
I )(\ received: 

I I not received: 



For Intemational Bureau use only , 



Date of receipt of the record copy 
by the Intemational Bureau: 



Form PCT/RO 101 (last sheet I (July 199S; reprint July 1999) 



See Notes to die request form 



Sheet No. . . . . 



PCT/EP 9 9 / 0 8 1 5 7 



'Su{]plemental Box 



If the Supplemental Box is not used, this sheet should not be included in the request. 



I. If. in any of the Boxes, the space is insufficient to furnish all the information: in such case, write "Continuation of Box No. ... " 
[ indicate the number of the Box] and furnish the information in the same manner as required according to the captions of the Box in which 
the space was insufficient, in particular: 

(i) if more than two persons are involved as applicants and/or inventors and no "continuation sheet " is available: in such case, write 

"Continuation of Box No. 11! " and indicate for each additional person the same type of information as required in Box No. III. The 
country of the address indicated in this Box is the applicant 's State (that is. country) of residence if no State of residence is indicated 
below: 

(ii) if, in Box No. // or in any of the sub-boxes of Box No. III. the indication "the States indicated in the Supplemental Box " is checked: 
in such case, write "Continuation of Box No. II" or "Continuation of Box No. Ill " or "Continuation of Boxes No. Hand No. Ill" 
(as the case may be), indicate the name of the applicant(s) involved and, next to (each) such name, the State(s) (and/or. where 
applicable, ARIPO, Eurasian, European or OA PI patent) for the purposes of which the named person is applicant: 

(Hi) if, in Box No. II or in any of the sub-boxes of Box No. Ill, the inventor or the inventor/applicant is not inventor for the purposes 
of all designated States or for the purposes of the United States of America: in such case, write "Continuation of Box No. II " or 
"Continuation of Box No. Ill" or "Continuation of Boxes No. II and No. Ill" (as the case may be), indicate the name of the 
inventor(s) and. next to (each) such name, the State(s) (and/or. where applicable, ARIPO, Eurasian, European or OA PI pa tent) for 
the purposes of which the named person is inventor; 

(iv) if in addition to the agent(s) indicated in Box No. IV. there are further agents: in such case, write "Continuation of Box No. IV" 
and indicate for each further agent the same type of information as required in Box No. IV: 

(v) if in Box No. V, the name of any State (or OAPI) is accompanied by the indication "patent of addition. " or "certificate of addition. " 
or if, in Box No, V, the name of the United States of America is accompanied by an indication "continuation " or "continuation- 
in-part ": in such case, write "Continuation of Box No. V" and the name of each State involved (or OAPI), and after the name of 
each such State (or OAPI), the number of the parent title or parent application and the date of grant of the parent title or filing 
of the parent application; 

(vi) if in Box No. VI, there are more than three earlier applications whose priority is claimed: in such case, write "Continuation of 
Box No. VI" and indicate for each additional earlier application the same type of information as required in Box No. VI; 

(vii) if in Box No. VI, the earlier application is an ARIPO application: in such case, write "Continuation of Box No. VI", specify the 
number of the item corresponding to that earlier application and indicate at least one country party to the Paris Convention for 
the Protection of Industrial Property for which that earlier application was filed. 

2. If with regard to the precautionary designation statement contained in Box No. V, the applicant wishes to exclude anv State(s) from 
the scope of that statement: in such case, write "Designation(s) excluded from precautionary designation statement" and indicate the 
name or two-letter code of each State so excluded. 

3. If the applicant claims, in respect of any designated Office, the benefits of provisions of the national law concerning non-prejudicial 
disclosures or exceptions to lack of novelty: in such case, write "Statement concerning non-prejudicial disclosures or exceptions to lack 
of novelty" and furnish that statement below. 




KERKDIJK 
Hendrikus 



Form PCT/RO/101 (supplemental sheet) (July 1998; reprint July 1999) 



See Notes to the request form 



PATENT COOPERATION TREATY 



From the 



To: 

KRUK, Wiggert Johan 
KONINKLIJKE KPN N.V. 
P.O. Box 95321 
NL-2509 CH Den Haag 
PAYS-BAS 


NOTIFICATION OF RECEIPT 
OF DEMAND BY COMPETENT INTERNATIONAL 
PRELIMINARY EXAMINING AUTHORITY 

(PCT Rules 59.3(e) and 61.1(b), first sentence 
and Administrative Instructions, Section 601(a)) 


Date of mailing 

(dayjmonthfyear) Q 2, 00 


Applicant's or agent's file reference 

402552W0 


IMPORTANT NOTIFICATION 


International application No. 
PCT/EP 99/ 08157 


International filing dale {day} monthly ear) 
25/10/1999 


Priority date ( day j month jyear) 
02/12/1998 


Applicant 

KONINKLIJKE KPN N.V. et al. 



The applicant is hereby notified that this International Preliminary Examining Authority considers the following date as the 
date of receipt of the demand for international preliminary examination of the international application: 



08/02/2000 



2, This date of receipt is: 

the actual date of receipt of the demand by this Authority (Rule 61.1(b)). 

[ I the actual date of receipt of the demand on behalf of this Authority (Rule 59.3(e)). 

I I the date on which this Authority has, in response to the invitation to correct defects in the demand 
(Form PCT/I PEA/404), received the required corrections. 

3. Q ATTENTION: That date of receipt is AFTER the expiration of 19 months from the priority date. Consequently, the 

election(s) made in the demand does (do) not have the effect of postponing the entry into the national phase until 30 
months from the priority date (or later in some Offices) (Article 39(1)). Therefore, the acts for entry into the national 
phase must be performed within 20 months from the priority date (or later in some Offices) (Article 22). For details, s< 
the PCT Applicant's Cu/^e, Volume U. 



I I { If applicable} This notification confirms the information given by telephone, facsimile transmission or in person 



4. Only where paragraph 3 applies, a copy of this notification has been sent to the International Bureau. 




Name and mailing address of the I PEA/ 



" European Patent Office 
^111 l^-^O^^S Munich 

B}jl Tel. ( + 49-89) 2399-0. Tx: 523656 epmu d 
. Fax: ( + 49-89)2399-4465 



Authorized officer 

MOSER A R 

Tel. ( + 49-89) 2399-8240 



Farm PCT/IPEA/402 (July 1998) P20452 



(28/02/2000) 



TTk (kmand mal be fled <£rtctfy with the 
wiihthecnechax&t ty die applicant. The/uH 
IPEA/ EP 



or t)wyMtercode(fifuaAuAonlymqybein£med ontheHne below: 



PCT 

DEMAND 



CHAPTER II 



■n.o.^ J «"der Arucle 31 of the Patent Ctoopeiation Treaty: 
!nt^'^ilS!fi mteniational application specified below be the subject of 

mtemattonaJprehminary ex^ accoiding to the Patent Cooperation Treaty Li 
hereby elects all ehgiTjIe States (except where otherwise indicated) 



Forhitcnutioiial Pielimiaaiy Examining Aulhori^ use only 



BqiNo. I IDEIfTIFICATION OFTHE INTERNATIONAL APPUCATION 


Applicant's or agent's file reference 


IntemationaJ application No. 
PCT/EP99/08157 


International filing date (day/monthAfear) 

(25/10/9^) 
25 October 1999 


(Earliest) Priority date fday/monthAwari 

(02/.12/98). 
02 December 1998 


1 Jilc or in venuon — — ^— — 

System for secure transactions. 





Boi No. II APPUCANT(S) 



KONINKLIJKE KPN N.V, 
7 Stationsglein 
9726 AE GRONINGEN 
The Netherlands 



Telephone No.: 

+31 70 332 36 78 



Facsbnik No.: 



±31 70 332 38 AO 



Teleprinter No. 



Slate (thai is. country} ornationaltty; 



JUL 



State {that is, country) or residence: 
NL 



Name and add^ss: fFa^ity^nan^Joiia^fy,^,^,^^^ T^a^nautinci^postatcodra^n^^a^j 



KERKDIJK, Hendrikus 
Oostersingel 23/19 
9713 EX GRONINGEN 
The Netherlands 



State (that is, country) of nationality: 
NL 



State (that is, country) of residence: 
NL 



Nameand address: (^'-^'-^J^^^hi^nan.:Mal^^ 



State (that is, country) of nationality: 



n FurthCT applicants arc indicated on a continuation shceL 
Form PCT/IPEA/401 (first sheet) (July 1 998; reprint January 2000) " 



State (that is, country) of residence: 



See Notes to the demand form 



Sheet No. .2; 



Intemalional application No. 

PCT/EP99/08157 



Bqi No. Ill AGENT OR COMMON REPRESENTATIVE; OR ADDRESS FOR CORRESPONDENCE 



Tht following pcnon is [x] agcnl Q common rcprcscniaiivc 

and has been appointed earlier and represents the applicant(s) also for imefnational pretiminaiy examination. 
I 1 is hereby appointed and any earlier appointmwit of (an) agcnUsVcommon representative is hereby revoked. 

I I is hereby appointed, specifically for the procedure before the International Preliminary Examining Authority, in addition to 
the agent(sycommon representative appointed earlier. 



Name and address: (Famihncm/olhyiKdfygmn mime; fora legal eniiiy. Jul! ajjuialdulmali^ 
The adirta must Indude postal code and name o/coumry.) 


TdephoneNoj 






KRUK, Wiggert Johan 
KONINKLIJKE KPN N.V. 
P.O. BOX 95321 
2509 CH The Hague 
The Netherlands 


+31 70 332 


36 


78 


Facsimile No.: 
+31 70 332 


38 


40 


Teleprinter No.: 



□ Address for cofTesfiondcnce: Mark this check-box where no agent or common representative is/has been appointed and the 
space above is used instead to indicate a special addr ess to whidi correspondence should be sent 



Boi No. IV BASIS FOR INTERNATIONAL PRELIMINARY EXAMINATION 



Statement concerning amendments:* 

1. The applicant wishes the international preliminary examination to start on the basis of: 
1 3^ I the international application as originally filed 

the description {xl ^ originally filed 

I I as amended under Article 34 

the claims as originally filed 

I I as amended under Article 19 (together with any accompanying statement) 
I I as amended under Anicle 34 

the drawings |x I as originally filed 

I I as amended under Article 34 

2. n The applicant wishes any amendment to the claims under Article 19 to be considered as reversed. 

^- ^3 applicant wishes the start of the intemalional preliminary examination to be postponed until the expiration of 20 months 
from the priority date unless the International Preliminaiy Examining Authority receives a copy of any amendments made 
under Article 19 or a notice from the applicant that he docs not wish to make such amendments (Rule 69. 1 (d)). (This check- 
box may be marked only where the lime iimil under Anicle 19 has not yet expired,) 
• Where no check-box is marked, international preliminaiy examination will start on the basis of the international application 
as originally filrd where a copy of amendmrwt*: to thr claims unHn Afiirlr 1 9 and/or amendments of the international application 
under Anicle 34 are received by the International Preliminary Examining Authority before it has begun to draw up a written opinion 
or the mtemational preliminary examination report, as so amended. 



Language for the purposes of iaternational preUninary examination: En^ld ^h. 

m 

which is the language in which the international application was filed. 

□ 

which is the language of a translation furnished for the purposes of international search, 
which is the language of publication of the international application. 
□ which is the language of the translation (to be) furnished for the purposes of international preliminaiy examination. 



Boi No. V ELECTION OF STATES 



The applicant hereby elects aU eligible States (that is, all States wAicA have been designated and which are bound by Chapter 11 of 
excluding the following States which the applicant wishes not to elect: 



Form PCT/lPEA/401 (second sheet) (July 1998; reprint January 2000) 



See Notes to the demand form 



Sheet No. .3 



International application No. 
PCT/EP99/08157 



Box No. VI CHECKLIST 



The demand is accompanied by the following elements, in the language referred to in 
Box No. IV. for ihc purposes of intemalionaJ preliminary examination: 



1 . translation of inlemational application 

2. amendments under Article 34 

3. copy (or, where required, translation) of 
amendments under Article 19 

4. copy (or. where required, translation) of 
statement under Article 19 

5. Icncr 

6. other (specify) 



sheets 
sheets 

sheets 

sheets 
sheets 
sheets 



For International Preliminary 
Examining Authority use only 



received 

□ 
□ 



□ 
□ 
□ 



not received 

□ 
□ 

□ 

□ 
□ 
□ 



The demand is also accompanied by the itcm(s) marked below: 

1 . I X I fee calculation sheet 

2. I I separate signed power of attorney 

3. I ^ I copy of general power of attorney; 

reference number, if any: 



4. } I statement explaining lack of signature 

□ 

6. I ] other ^ipecfj^^: 



5. I j nucleotide and or amino acid sequence listing in 
computer readable form 



Box No. VII SIGNATURE OF APPLICANT, AGENT OR COMMON REPRESENTATIVE 



Sextio each signature, indicaie ihe name t^the person signirig and the capadli' in \vhich the penofisig^C^such capacity is not oh>^iausfhmr^ 




Wiggert Johan Kruk 

— — For International Preliminary Examining Authority use only 
I. D;itp of artnal fftmini of OFMAJslQ- 



2. Adjusted date of receipt of demand due 
to CORRECTIONS under Rule 60. 1(b): 



3. I I The date ofrccciptofthe demand is AFTER the expiration of 19 months | — i The applicant has been 
I — I from the priority dale and item 4 or 5, below, does not apply. I I informed accordingly. 

4. I I ^on^°^ ^tmzsid is WITHIN the period of 19 months from the priority date as extended by virtue of 
I— .J Rule 80.5. 



5- I I ^^^^"^^ ^^^^ °^ ^^"=*P^ demand is after the expiration of 19 months from the priority dale, the delay in arrival 
1 — I IS EXCUSED pursuant to Rule 82. 



For International Bureau use only _ 

Demand received from IPEA on: 

Form PCT/IPEA/401 (last sheet) (July 1 998; reprint January 2000) See Notes to the demand fc 



PCX 



CHAPTER II 



Intcmacional 
application No. 



FEE CALCULATION SHEET 
Annex to the Demand for international preliminary examination 

— For Imemational Preliminary Examining Authority use only 



PCT/EP99/08157 



Applicant's or agent's 
file reference 



402552W0 



Applicant 



KONINKLIJKE KPN N.V. 



Date stamp of the IPEA 



Calculation of prescribed fees 



I . Preliminai^' examination fee 



EUR 1533 



Handling fee (Applicants from certain States are 
entitled to a reduction of 75% of the handling fee. 
Where the applicant is (or all applicants are) so en- 
titled, the amount to be entered at H is 25% of the 
handling fee.) 



3. Total of prescribed fees 

Add the amounts entered at P and H 
and enter total in the TOTAL box .... 



i EUR 



147 



EUR 1680 



TOTAL 



Mode of Payment 

□ authorization to charge deposit 
account with the IPEa (see below) 

I I cheque 

I I postal money order 

I [ bank draft 



I I cash 

i 1 revenue stamps 

I I coupons 

[ I other (specify): 



Deposit Account Authorization (this mode of payment may not he available at all IPEAs) 

ThelPEA/ EP — »s hereby authorized to charge the total fees indicated above to my deposit 



account. 



(this check-box inay be marked only if the conditions for deposit accounts of the IPEA so permil) is hereby 
< — » authorized to charge any deficiency or credit any overpayment in the total fees indicated above to 
my deposit account. j r j u ouuvt lu 



28090011 7 February 2000 

Deposit Account Number Date (day/month/year) " 

FonnPCT/IPEA/401 (Annex) (July 1998; reprint January 2000) 



Signature Wiggert Johan Kruk 

See Notes to the fee calculation sheet 



'i ALLGEMEINE VOLLMACHT 
GENERAL AUTHORISATION 
POUVOIR GENERAL 



Nur for emtllchen Qebrauch/For official use only 
Cadrer6seiv6APailmInIstra!ion ^ ".i^ ^ 

Ut der allgeinelnen Vbfima^/ General Authofwuon Na 
N° du pouvob' general 

21396 (rev.) 



ldi(W{f)/l(WB)/Je (Nous) 

r 

Konihklijke KPN N.V. 
Statlonsplein 7 
9726 AE GRONINGEN 
The Netherlands 



bevoOmachtlQed^ Wenntt/do heieby authorise/ autorteo CautoitoDnaJ par la pfesenta 

KLEIN, Bart (Professional Representative) 

KRUK, Wiggert Johan (Professional Representative) 



mailing address: 



Koninklijke KPN N.V. 
Intellectual Property Group 
P.O. Box 95321 
2509 CH THE HAGUE 
The Netherlands 



(una) todendufch da»EUnv«schePelertOb«»mi^ 
^i^^^i^Hu^AhinA wminehmen und ZaWungen lOr mloh (uno) in Empfang ru nehmen. 

•t A f» tllro. A agir en nKm (nolr^ nom el A focetfolr des patemente pour ^ 

^1 STiS^ SS^Sto any p«Dceedings eltablished by the P^Ooop^n W. 
oTpSSISr^^ P««««« Insmuee parleTWtt de coopMlion en malMm de brnweta. 

□ WeftefeVbiMer sM auf elnem gesondeiten Blatt angagebea/Addlttonal lepfesentativea Indicated on supptementaiy sheet 
Us aulres mandatalres sort menllonnto sur one feunie auppWmonlalfB. 

[3 UrtenioBmBcM eitein 

HBMb die adl» KoDle. efoflnrt urn «te Nr. der aHgemelne^ 
M ^^t!!^ supplemented l>y the Genen^^^^ to the authortsor, 
PrieiBdBfenwoyer la copleJauneaumandant,inuniedun«»dupowoir general 



Ort/piace/ueu jhe Hague 



Datim/Date April 27, 1999 



TLEIN, Bart (Professional Representative) ' 




B^JENT COOPERATION TREATY 

PCT 



INTERNATIONAL SEARCH REPORT 

(PCT Article 18 and Rules 43 and 44) 



Applicant's or agent's file reference 

402552WO 


FOR FU RTH E R Notification of Transmittal of International Search Report 

(Form PCT/ISA/220) as well as. where applicable, item 5 below. 

ACTION 


International application No. 
PCT/EP 99/08157 


International filing date (day/month/year) 

25/10/1999 


(Earliest) Priority Date (day/month/year) 

02/12/1998 


Applicant 

KONINKLIJKE KPN N.V. et al . 



This International Search Report has been prepared by this International Searching Authority and is transmitted to the applicant 
according to Article 18. A copy is being transmitted to the International Bureau. 

This International Search Report consists of a total of 3 sheets. 

[X] It is also accompanied by a copy of each prior art document cited in this report. 



1 . Basis of the report 

a. With regard to the language, the international search was carried out on the basis of the international application In the 
language in which it was filed, unless otherwise indicated under this item. 

I 1 the international search was carried out on the basis of a translation of the international application furnished to this 
Authority (Rule 23.1(b)). 

b. With regard to any nucleotide and/or amino acid sequence disclosed in the international application, the international search 
was carried out on the basis of the sequence listing : 
I I contained in the international application in written form. 

filed together with the international application in computer readable form. 



□ 
□ 
□ 
□ 

□ 



□ 
□ 



furnished subsequently to this Authority in written form, 
furnished subsequently to this Authority in computer readble form. 

the statement that the subsequently furnished written sequence listing does not go beyond the disclosure in the 
international application as filed has been furnished. 

the statement that the information recorded in computer readable. foffp is identical to the written sequence listing has been 
furnished 

Certain claims were found unsearchable (See Box I). 
Unity of invention is lacking (see Box II). 



4. With regard to the title, 

|X| the text is approved as submitted by the applicant. 

I I the text has been established by this Authority to read as follows: 



With regard to the abstract, 

[X| the text is approved as submitted by the applicant. 

□ the text has been established, according to Rule 38.2(b), by this Authority as it appears in Box 111. The applicant may, 
within one month from the date of mailing of this international search report, submit comments to this Authority. 

The figure of tfie drawings to be published with the abstract is Figure No. J 

|X| as suggested by the applicant. Q None of the figures. 

I I because the applicant failed to suggest a figure. 

I I because this figure better characterizes the invention. 



Form PCT/ISA/210 (first sheet) (July 1998) 



INTERNATIONAL SEARCH REPORT 



Intc ional Application No 

PCT/EP 99/08157 



A. CLASSIFICATION OF SUBJECT MATTER ^ . ^ 

IPC 7 G05F17/60 G07F7/10 



According to International Patent Classitlcatlon (IPC) or to both national classification and IPC 



B. FtELDS SEARCHED 



Minimum documentation searched (classification system followed by classification symbols) 
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